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• Mål for dette indlæg er at give svar på:

• Hvad er IoT?

• Hvad er sikkerhedsudfordringerne ved IoT?

• Hvad er eksempler på noget der går galt?

… så vi har fået øget opmærksomheden på sikkerhedsudfordringerne ved IoT.

• Disclaimer: Sikkerhed, risikostyring og databeskytelse i en IoT sammenhæg er et meget 

stort og kompekst emneområde som er i konstant forandring. I løbet af de 20 miniutter når 

vi højst at skrabe en lille smule i overfladen.

HVAD SKAL VI HAVE UD AF DETTE INDLÆG?
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IoT

HVAD ER IOT?
Internet of Things (IoT) refers to the ever-growing network

of physical objects that somehow can be connected to the 

Internet 



Eksplosiv vækst 
i IoT 

anvendelsen

Manglende viden
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HVAD ER ENABLERNE FOR IOT?

Billig hardware

ESP32-SOLO-1

SoC: ESP32 single-core, low-power Xtensa 32-bit LX6 microprocessor

448 KB of ROM for booting and core functions

520 KB of on-chip SRAM for data and instructions

16 KB of SRAM in RTC

QSPI flash/SRAM up to 4 × 16 MB

Power supply: 2.3V to 3.6V

SPI, I2S, I2C, SDIO, UART, IR, PWM

Temperature sensor, touch sensor, ADC, DA

Connectivity: Bluetooth (Classic & Low-Energy) and  Wi-Fi b/g/n dual mode

Billig forbindelse Billig software

Global Machine-to-Machine Growth

Kilde: Cisco







• There are expected to be more than 64B IoT devices worldwide by 
2025

• Consumer electronics will account for 63% of all installed IoT units in 
2020.

• By 2022, 100% of the global population is expected to have LPWAN 
coverage

• IoT has the potential to generate $4T to $11T in economic value by 
2025

• The main revenue driver for 54% of enterprise IoT projects is cost 
savings

• More than 80% of senior executives across industries, on average, 
say IoT is critical to some or all lines of their business in 2018

• 97% of organizations feel there are challenges to creating value from 
IoT-related data

• The IoT in Banking and Financial Services market size is expected to 
grow to $2.03B by 2023

HVAD ER IOT UDVIKLINGEN?
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IOT - UDFORDRINGER

Simple enheder

“Minimal Viable Products”

Poorly maintained operating systems

“Install and Forget” model

Commercial Off-the-shelf Technology (COTS)

Internet Communication protocols

Long lifespan of devices

Outdated code & no patching

Lack of security solutions

Constant Internet connection



SÅRBARHEDER – OWASP

Weak Guessable, or Hardcoded Passwords

Insecure Network Services

Insecure Ecosystem Interfaces

Lack of Secure Update Mechanism

Use of Insecure or Outdated Components

Insufficient Privacy Protection

Insecure Data Transfer and Storage

Lack of Device Management

Insecure Default Settings

Lack of Physical Hardening



• Stuxnet is a computer worm that was originally aimed at 

Iran’s nuclear facilities and has since mutated and spread 

to other industrial and energy-producing facilities.

• The original Stuxnet malware attack targeted the 

programmable logic controllers (PLCs) used to automate 

machine processes. It generated a flurry of media attention 

after it was discovered in 2010 because it was the first 

known virus to be capable of crippling hardware and 

because it appeared to have been created by the U.S. 

National Security Agency, the CIA, and Israeli intelligence.

•

STUXNET

https://www.mcafee.com/enterprise/en-us/security-awareness/ransomware/what-is-stuxnet.html



BLACK HAT USA 2015: JEEP HACKED

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/



MIRAI BOTNET

Angriber -

Command & 

control server

IoT-enheder med offentligt eksponerede 

administrative porte kun beskyttet med 

standard password



RANSOMWARE & IOT

http://krebsonsecurity.com/


• CRASHOVERRIDE (A.K.A. INDUSTROYER)

• Malware to target different critical infrastructure 
environments attacking ICS protocols such as 
IEC 101 and 104, IEC 61850, and OPC. 
Protocols are mainly used in electric power

• Once on a system, CrashOverride looks for 
configuration files for remote terminal units 
(RTUs) and intelligent electronic devices (IEDs)

• CrashOverride had the ability to operate 
independently of the initial Command and 
Control (C2), bypassing most common 
behavioral checks.

• The malware has directly affected the civilian 
population, causing a blackout in Ukraine.

ICS SPECIFIC MALWARE
• TRITON

• This was the most recent malware tailored to attack an 
Operation Technology (OT) environment, and more 
specifically, safety instrumented system (SIS) 
controllers from Schneider Electric (Triconex 3008 
processor modules).

• Until TRITON, there had been only four publicly known 
malwares specifically designed for OT environments: 
Stuxnet, Havex/Dragonfly, Blackenergy2 and 
Industroyer. The attackers reverse engineered the 
proprietary TriStation protocol and embedded specific 
functions necessary for the malware to disrupt the SIS 
controllers, such as halting the device or writing to 
memory.

• TRITON - Schneider Electric Analysis and Disclosure

• https://www.youtube.com/watch?v=f09E75bWvkk



IOT & PRIVACY …



VPNFILTER



The FDA has reviewed information concerning 

potential cybersecurity vulnerabilities 

associated with St. Jude Medical's RF-enabled

implantable cardiac pacemakers and has 

confirmed that these vulnerabilities, if 

exploited, could allow an unauthorized user 

(i.e. someone other than the patient's 

physician) to access a patient's device using 

commercially available equipment. This 

access could be used to modify programming 

commands to the implanted pacemaker, which 

could result in patient harm from rapid battery 

depletion or administration of inappropriate 

pacing.

PACEMAKER SÅRBARHEDER



BUTT PLUG HACKING!

REAL PENETRATION TESTING 

DEF CON 27

“If Your Vibrator Is Hacked, Is It a Sex Crime?”

https://gizmodo.com/if-your-vibrator-is-hacked-is-it-a-sex-crime-1820007951

https://www.youtube.com/watch?v=CsQ2VWEfduM
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ANBEFALINGER

Producenter

• Struktureret proces omkring 

cybersikkerhed:

• Security-by-design

• Life Cycle-management

• Udviklingsproces og 

sårbarhedstestning

• Sårbarhedshåndtering

• Værktøjer til administration og håndtering fx

• Fjernadministration

• Adgangsstyring og passwords

• Certifikathåndtering

• Software-opdateringer

• Overvågning

Leverandører

• Leverandøren skal forstå at lave en 

risikovurdering

• Skabe et klart billede af 

slutbrugerens faktiske behov

• Sikre den nødvendige viden og modenhed

• Undervisning af forbrugerne

• Procedurer og best-practice

• Proces, hvor cybersikkerhed er 

tænkt ind, så installationen bliver 

etableret på en sikker måde

• Overdragelse til slutbrugeren

• Instruktion i korrekt brug og 

anvendelse af løsningen

Forbrugere

• Forbrugere skal gøres bevidst om 

sikkerhed og cybersikkerhed bl.a.

• Korrekt håndtering af IoT

produkterne 

• Omtanke ved fysisk placering 

af udstyr

• Forståelse for at IoT er it-

systemer

• Proces for opdatering af 

software – evt. serviceaftale

Awareness



• Industrial and consumer products are 
being connected to the internet

• Billions of IoT devices gather data and 
exert direct control

• Risk of catastrophic impacts as our 
reliance and trust increase

• Many IoT devices have publicly exposed 
administrative ports protected only by 
default passwords

• The devices lack security software such as 
anti-virus

• Residential customers and small 
businesses that lack security 
sophistication are in charge of protecting 
the devices

IOT - LIFE SAFETY AND CYBERSECURITY

• Device firmware are not updated from 
vendors and if updated are difficult to 
apply

• Typically IoT gear is connected to the 
internet all the time

• Attackers don’t have to deal with social 
engineering, email poisoning or expensive 
zero day attacks

• Risks first emerge for the transportation, 
healthcare, and industrial sectors 

• As IoT-devices explode in number and 
function, so will the potential misuse

• Remote devices, cameras, and drones 
become more concerning to safety and 
privacy. Expect more regulations



HOLD DIG OPDATERET

Besøg

www.dubex.dk www.dubex.dk/aktuelt/nyhedsbrev

Abonnér på Dubex’ nyhedsbrev

Deltag på Dubex’ arrangementer

www.dubex.dk/aktuelt/events

Følg Dubex på LinkedIn & Twitter

www.linkedin.com/company/dubex-as 

twitter.com/Dubex

http://www.danpontefract.com/wp-content/uploads/2014/02/logo-linkedin.png


KOMMENDE ARRANGEMENTER

Læs mere www.dubex.dk

Dubex Security & Risk Management Summit 2020
Sæt kryds i kalenderen allerede nu, og vær sikker på at få en plads 

på en af Danmarks største dedikerede it-sikkerhedskonferencer, når 

vi igen inviterer til Dubex Security & Risk Management Summit. 

Tirsdag den 3. marts 2020 på Scandic Bygholm Park, Horsens

Torsdag den 5. marts 2020 i DGI-byen, København

InfoSecurity Denmark 2020

Onsdag den 29. april & torsdag den 30. april 2020

Webinars

On-demand

Se www.dubex.dk mere information

www.sikkerdigital.dk
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