1A

Driving IT 2019

Keld Norman
Security Consultant
kno@dubex.dk -



Keld Norman
kno@Dubex.dk




' PIRATES

https://codingpirates.dk/







5 Live hacks...

Gallium & en hangelas..

- Konboot
- Rubberducky

- &)

-
s

- Apple

- Tom Dankortsautomaten

- Evil ninja usb kabel

Hvordan har lasen det ?.

cxress - | THE GALLIUM ATTACK | g = o~

.......




Signin Join
My AliExpress

10/20/50g 99.99% Pure Ga Gallium Metal Toy Educational Diy Toy
Low Melting Point Metal Magic Magician Supplies

5.0 W W W W (1 votes Store: smilewill 01 Store

US $8.83 - 25.02

Gallium

atomic - atomic weight

numbef — 69 723

1 acid-base properties

symbol\ G a of higher-valence oxides
~

electron ﬁ ™ crystal structure

configuration
| [Ar]3d104s24p1

physical state
at 20 °C (68 °F)

name gallium

I:I Other metals Solid

@ Orthorhombic O Equal relative strength

© Encyclopaedia Britannica, Inc.







FYSISK ADGANG: Kon=Boot

FOR WINDOWS TWO IN ONE

by Piotr Bania
www. kryptoslogic.com

kon-Boot ver. 1.0 - ready?! h4xORin uH?

This software is freeware for not commercial usage!?
Checking SMAP BIOS entries

BIDS seems to bhe QK.

Booting up?! - EOT




Ducky/Attack



Drive: | [USB] E:\ - Refresh list

< Read Speed:4,

T TR 2:2560 Read Speed

4C531001410905101070 2:2560 Average R
S . 1k:5120 Write Sp:
S | SANDISK 1k:5120 Write Sp
Product: [ULTRA_FIT i i
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Size: |118463 Mb Deleting file
Benchmark done
Ended at 10-12-2016 00:14:17
Send Report Submiting report
link: http://usbflashspeed.com/187302
Restart benchmark Submiting report. [Done]

145MB/ gy e O O e

—

116MBls S
87MB/s

B8MBls OO O _
29MBls

4MB
2MB

This application is a part of usbflashspeed.com web service

&) S8 Rubter Duky

#HAKS5 #RubberDucky




Fysisk adgang.

The "Rubber Ducky Attack”

Reconnaissance:

Computer Information
User Information

USB Information

Shared Drive Information
Program Information
Installed Updates

User Document List
Basic Network Information
Network Scan

Port Scan

Copy Wireless Profile
Take Screen Captures
Copy FireFox Profile
Extract SAM File

Exploitation: Reporting:

Find and Upload File (FTP) Save Repc
Disable Firewall FTP Rep
Add User Email R

Open Firewall Port

Start Wi-Fi Access Point
Share C:\ Drive

Enable RDP

Create a Reverse Shell
Local DNS Poisoning
Delete a Windows Update

uck Toolkit

HOME ENCODER

PAYLOAD GEN TWIN DUCK ABOUT HELR

This website allows you to cr
scripts you may select individ

Scripts require:
~ Administrative Access
rshell to be Installed

) Enable

fter running.

Welcome to the Duck Toolkit

tains 25

tom payloads for the USE Rubber Ducky, The site contains
combine to make whatever payload you require

s require credentials, such as FTP passwords ete. If you are unwilling to supply this

ation for security reasons you may download a . txt version of you payload, enter the variables
¢ offline.

Select from 25 scripts to make a custom payload Create a Twin Duck payload Create your own scripts ai

Create Payload | Twin Duck Encoder

: | - A

Mg S0 Satede 60 MHz 32-Bit CPU
Replay Button
Covert Case
LED Indicator
Optional Decal
Type A Plug a®



Har du har sadan en ’dongle” i din computer ?

En Crazyradio
koster
25% pa ebay.com

S
¥

Crazyradio PA Dongles
'?;j—, - :..f: ~

M Ullg hacker afstand: 200 meter Se mere p& MouseJacking.com og Keysniffer.net






USB NINJA & USB KILLER
DECEMBER 2018

https://usbninja.com/shopusbninja (osteri dag mellem 1100-2800 DKK)
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USB KILLER

CAUTION
High voltage!

MARTS 2015




Den her USB Killer "lader op” fra
USB portens 5 volt til -215 VDC og
sender det retur ind i computeren.




. - . = O X
® USB Kill Pro Kit — USBKill X  +

&« C 0O & https://usbkill.com/products/usb-kill-pro-kit QA W

",
M
a’
=
-~

% usB KILL

USBE KILL ADAPTORS COMMUNITY CONTACT

USB KILL PRO KIT

Bl <77.35 €8555
VERSION QUANTITY

Anonymous v 1

ADD TO CART

Each USB Kill Pro Kit includes:

—

© 10% Discount off individual prices: already applied!

Q@ Free Worldwide Shipping: Via Worldwide Rapid Post

U Purchase Protection: Money Back Guarantee

ISCr

-
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m
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& Private Enaypted Checkout: Secure & D
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Hvis du er logget pa Wifi dy
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b} g

[ SCANME |
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Wi-Fi-adgangskode
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Vil du dele Wi-Fi-adgangskoden til
i "'med “Din Chef"?




Hvordan tgammer man en
pengeautomat.?

Et andet eksempel pa hacking via fysisk adgang... ©
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Der afleeses hele kortnummeret, udlgbsdatoen og de 10 sidste transaktions stgrrelser (og valuta)

Bowwwn- e S D - --’-------.’.----:::::::::::;
\:Tcmer\’ date | time | amount |currency |terminal country|
------- - ----------‘--------Q-------------’--------’.---------------
\ a1 \u.u.mnus:uzan S8s5.e0| oxkx | |

e m———- b b i N
............. e O
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BAE SYSTEMS ”Adaptiv” cloaking system




HVER "PIXEL” KAN BLIVE
KOLD ELLER VARM
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BAE Systems' Adaptiv infra-red ‘invisibility cloak’ for military vehicles

Z 1/1/2004 03:50:07
Preview
Pattern

Min temp 13.7'0
Maxtemp 40.6°C

PREVIEW







ET FLIR (FORWARE-
LOOKING
INFRARED)
KAMERE KAN
K@BES PA EBAY |
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Automatisk lagring (e Full-temp-map.csv - Excel

Filer Hjem Indsast Sidelayout Formler Data Gennemse Vis Hjzelp PowerPivot O Fortzel mig, hvad du vil foretage dig

Al fe || Alltemperatures in °C.

1
2
3
4
5
7]
7
a8
9

A = C

Alltempe_l'atures in"C.
:D:\temp\lR\lRO&D&S‘B.IS2

.1,2,3,4,5,6,7,8,5,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,25,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49,50,51,52,53,54,55,56,57,58,59,60,61,62,63,64,65,66,67,68,69,70,71,72,73,74,75,76,77,78,79,80,81,82,83,84,85,8
1|1,26.44,26.44,26.38,26.34,26.28,26.50,26.38,26.34,26.38,26.34,26.41,26.25,26.34,26.22,26.34,26.22,26.50,26.28,26.38,26.44,26.34,26.34,26.38,26.53,20.44,26.41,26.56,26.38,26.38,26.28,26.50,26.34,26.22,26.25,26.25,26.19,26.25,26.19,26.41,26.41,26.50
| 2,26.38,26.34,26.41,26.28,26.28,26.41,26.38,26.28,26.34,26.41,26.38,26.38,26.41,26.50,26.25,26.34,26.41,26.22,26.34,26.50, 26.25,26.38,26.34, 26.38,26.41,26.25,26.25,26.25,26.19,26.22,26.13,26.22,26.28,26.34,26.13,26.34,26.25,26.19,26.41,26.56,26.44
|3,26.53,26.25,26.38,26.34,26.41,26.38, 26.38,26.50,26.38,26.22,26.53,26.22,26.44,26.25,26.22,26.16,26.41,26.34,26.19,26.44, 26.19,26.41,26.34,26.25,26.44,26.16,26.38,26.38,26.34,26.38, 26.38,26.25,26.38,26.41, 26.09,26.41,26.44,26.22,26.41,26.41,26.5€

|5,26.44,26.50,26.44,26.50,26.28,26.41,26.38,26.25,26.34, 26.16,26.28,26.38,26.25,26.38,26.50,26.16,26.38,26.34,26.22,26.53, 26.38,26. 28, 26.16, 26.19,26.34,26.19,26.25,26.34,26.38,26.22,26.35,26.28,26.38,26.25,26.28,26.50,26.41,26.38,26.41,26.44,26.52
16,26.44,26.41,26.38,26.38,26.38,26.44,26.59,26.41,26.34,26.50,26.38,26.34,26.44,26.38,26.38,26.44,26.28,26.25,26.25,26.34, 26.38,26.38,26.19,26.22,26.44,26.34,26.50, 26.44, 26.25,26.50, 26.50,26.50,26.41,26.28, 26.19,26.41,26.03,26.25,26.50,26.66,26.55
|7,26.25,26.38,26.50,26.59,26.56,26.41,26.56,26.69,26.38,26.34,26.38,26.38,26.53,26.41,26.34,26.30,26.41, 26.25,26.28,26.41,26.22,26.41,26.41,26.38,26.44,26.38,26.50,26.34,26.53,26.38,26.25,26.28,26.38,26.28,26.53,26.20,26.28,26.41,26.33,26.44,26.72
|8,26.56,26.81,26.44,26.50,26.72,26.59,26.59,26.75,26.41, 26.69,26.59,26.59,26.66,26.41,26.59,26.44,26.41,26.50,26.25,26.41, 26.44,26.44,26.66, 26.59,26.59,26.69,26.72,26.44,26.75,26.59, 26.50,26.66,26.50,26.59,26.53,26.53,26.56,26.38,26.59,26.53,26.65

4,26.41,26.38,26.41,26.34,26.39,26.59,26.53,26.53,26.53,26.38,26.38,26.44,26.38,26.28,26.25,26.22,26.16,26.19,26.22,26.50,26.50,26.44,26.19,26.22,26.44,26.28,26.50,26.56,26.28,26.41,26.34,26.41,26.41,26.38,26.41,26.22,26.19,26.19,26.44,26.44, 26.66

9,26.53,26.66,26.81,26.59,26.56,26.72,26.66,26.53,26.66,26.50,26.44,26.66,26.75,26.69,26.34,26.59,26.25,26.81,26.44, 26.56,26.44,26.59,26.69, 26.53, 26.69, 26.66,26.69,26.78,26.66,26.69,26.69,26.72,26.66,20.56,26.59,26.72,26.56,26.53,26.59,26.53,26.65
10,26.66,26.75,26.59,26.66,26.78,26.72,26.66,26.56,26.53,26.72,26.44,26.69,26.59,26.56,20.59,26.72,26.44,26.44,26.81,26.44,26.24,26.56, 26.69, 26.66,26.59,26.50,26.69,26.50,26.50,26.53, 26.59, 26.66, 26.69,26.56, 26.66, 26.66,26.50,26.39,26.56,26.69,26.5
11,26.59,26.59,26.88,26.56,26.66,26.56,26.56,26.69,26.66,26.41,26.66,26.81,26.56,26.56,20.56,26.53,26.56,26.39,26.56,26.50,26.41,26.53,26.44,26.50,26.50,26.56, 26.66,26.53,26.66,26.53,26.41,26.72,26.59,26.53,26.53,26.72,26.34,26.56,26.59,26.59,26.6€
12,26.66,26.59,26.56,26.72,26.66,26.66,26.69,26.69,26.53,26.66,26.75,26.72,26.66,26.66,20.50,26.56,26.59,26.44, 26.56,26.53,26.56,26.56,26.41,26.50,26.72,26.41, 26.78,26.75,26.44,26.59,26.56,26.69,26.72,26.56,26.44, 26.69,26.56,26.59,26.56,26.53,26.5
13,26.78,26.59,26.84,26.53,26.66,26.34,26.75,26.66,26.53,26.59,26.66,26.72,26.72,26.66,20.41,26.44,26.41,26.59,26.56,26.59,26.41,26.59,26.56,26.75,26.75,26.53,26.69,26.59,26.56,26.41, 26.66,26.59, 26.69,26.56,26.59,26.41,26.75,26.66,26.41,26.66,26.€

14,26.94,26.66,26.81,26.81,26.78,26.69,26.59,26.66,26.59,26.84,26.72,26.81,26.66,26.56,20.59,26.53,26.44,26.44,26.69,26.72,26.72,26.53,26.78,26.41, 26.69,26.56,26.53,26.56,26.41,26.41, 26.78, 26.59,26.50,26.56,26.72,26.66,26.59,26.69,26.66,26.66,26.4

Full-temp-map ()] 1 3
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Hvad er TOR/Onion/Deep Web?

The Normal Internet

Det frie
browser
valg ©

The Grey side of the Web

PAGES THAT CAN ONLY BE

SEEN WITH A TOR BROWSER

TOR
Browser




CC Autoshop

Welcome to the CC autoshop! This section allows you to search for credit cards or fulls in the most convenient way possible. Be careful when using checkers, as they can have side
effects on the cards.

Buy Cards My Purchased Card:

BIM: City: State: Zip: Country:
Denmark jDDE: (AN j SSM:| (Any) j Birth Year: | 0000 to| 994949 Price: | 0.01
00999 Seller:| (Any) ~|Bank:| (Any) ~| Type:

DANKORT ~| Credit: | (Any) ~|Level:| (Any) hd m Clear All

BIN Exp. Seller Name i City State Country

405268 ! exotic2015 (80%0)  Serry ... Copenhagen Copenhagen Denmark
457198 / vespace (85%) Henrik... SKAMDEREBORG SKAMDEREBORCDenmark
457134 TI17 eaguemode (-9%)  Marian... Storvorde dk Denmark

457135 113 eaguemode (-9%) L2 e bl & el '_.’Z'. ilagelss ark
457136 TI1, eaguemode (-9%) ’ L) irhige C t I ther ;
402620 17 leaguemode (-9%) E—_ge| - I Ehhaun Uther -k
457179 7115 eaguemode (-9%) Lystrup Other Denmark
457176 {13 eaguemode (-9%) i ey} Other Denmgrk
457107 { eaguemode (-9%) 1 FG2 =kernl: | frENTIRTE
457131 / eaguemode (-9%%) ) : e alle -hrlk.‘m @I 611 rk
457132 {13 eaguemode (-9%) J@roen... Other Denmark
457135 ! eaguemaode (-9%) Vissenhjerg Other Denmark
457133 41 eaguemode (-9%) Frank ... Kos. Lynoghby Other Denmark
457132 41 gaguemode (-9%) Mikkel... Swendborg Other Denmark
457153 eaguemode (-9%) Michae... Frederiksberg Other Denmark
457181 eaguemode (-9%) L. Man... Valby Other Denmark
457171 eaguemode (-9%) Thomas... 414 Borup Other Denmark
457181 eaguemode (-9%) Micola... KIébenhavn Other Denmark
457191 41 eaguemode (-9%) Louis ... Frirréerne Sonan Denmark

0
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[
[
[
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[
[

PIM: Faorgot PIN

Purchase Selected




File Edit View History Bookmarks Tools Help

B E Fresh Onions x +

[C) . = @ (@ ¢ onionnhahpowwgheSv2welios5ootghdapxjfu37qy7uSexox2jijpyd.onion

ONIONSEARCH

INDEX FAQ JSON SRC LANGUAGES STATS -- 4131 fresh onions, 57 in the last 24 hours.

B show ignored hosts M show never seen M on-Tline only ( ® any @® genuine ® fake )
B search titles only B show subdomains B match phrase

search: Go »>>  search for title, email, bitcoin_addr or onion domain.

[&] Genuine, Fake clone site | pomain status is alive, problems or | showing 500 of 15522 fesults. [Json]

N T -1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 ><(((">
Onion Title

() tordir! 1-onion The rougher the seas, the smoother we sail.

(G) pumpdul i.onion Crypto Pump & Dump Bot

(G) dwphms ndsrucou._. Encode / Decode

(i) hacker y.onion The rougher the seas, the smoother we sail.

(G) pctly3 ¢.onion 401 Authorization Required

(i) retoxm y.onion RETOX® STORE

(@)

Gy - AmuseCosy

() jnabsu 1ixbpgbhf_ . HonestCocaine? -The most trusted online bulk cocaine seller in the world

(i) gladia r.onion GladiaTOR - Indice

(i) 222211, r.onion ONIONLIST - SAFE .ONION LINKS LISTING

() hidwkl 1.onion The Orignal Hidden Wiki

(i) glardz ifnxd5yte.. CHAT BRASIL PROIBIDO

(G) 4dcsijn .de3avbgw..

(i) geuvpa inznZ2lm/71i.. Site Hosted by Freedom Hosting Reloaded

<

ER * Q Search

Added Visited At Last Up
2 hr 2 hr 2 hr

3 hr an hr an hr
3 hr 21 min 21 min
6 hr 21 min 21 min
T 15 min 15 min
7 hr 18 min 18 min
7 hr 21 min 21 min
8 hr an hr 8 hr
8 hr an hr 8 hr

8 hr 7 min 7 min
8 hr 21 min 21 min
8 hr 21 min 21 min
8 hr 7 min 7 min
8 hr 22 min 22 min
8 hr 51 min 51 min
8 hr 2 hr 3 hr




File Edit View History Bookmarks Tools Help

ATM & POS Skimmers — ATM Sk X -+

(©) (G @ skimmersxfbxrad4h.onion

We produce and modify all products we sell in our Workshops in US and Europe.
We ship all items with DHL, UPS, TNT, FedEx and USPS with traceable tracking number.

Bestsellers smmres @ OO FedEx . B e

860-960 MHz Long-Range RFID Diebold 3550 — Skimmer Kit Gas Pump Skimmer GSM Data Receiver
Reader
$650.00 $1.500.00 $850.00 $1.400.00

l i

Ingenico iWL250 Wireless Skimmer MSR-X6 Bluetooth Magnetic Stripe NCR SelfServ 22 — Skimmer Kit Ploutus-D ATM Jackpot
Card Reader / Writer

$900.00 $300.00 $1.500.00 $6.500.00



File Edit View History Bookmarks Tools Help

Ploutus-D ATM Malware X -+

[©) C @ tp26z4rk3kymg6uu.onion

Ploutus-D Version 2018-2019

We sell the Ploutus-D ATM Malware and source code working on the Diebold Nixdorf and NCR ATM
manufacturer

Screenshots of the Ploutus-D

How does it work?

The Ploutus-D works on the Diebold Nixdorf and NCR ATMs world wide with big wall ATMs and the small ones.
You will need to access the ATMs usb ports but they are easy to access, inserts a knife into the faceplate at the
top of the ATM, it will flicks out, and exposes the ATMs USB port or drill a hole.




Guide og
malware

kagber man
bare pa TOR
nettet

Tom en pengeautomat for kun 42.867,- DKK

File Edit View History Bookmarks Tools Help

Ploutus-D ATM Malware by =+

o @ tp26z4rk3kymg6uu.onion

Price list

Package #1 Manuals/Video's/instructions

Ploutus-D ATM Malware [latest] Yes included

anaisices sinsirucions

Ploutus-D ATM Malware [latest] + Full source code Yes included

My email: darkexpress@torbox3uiotéwchz.onion

FAQ

How do | send you an email?

My email is darkexpress@torbox3uiotéwchz.onion Create an email account at:
http:/itorbox3uiotéwchz.onion/

What is in the manuals?

The tools you need, Extra Instructions, Tricks and AV bypass (just in case)

How long does the ATM attack take?

Depending on small or wall ATM but usually arround 3 [N R ER T - Er e

Does it work world-wide with all ATM manufacturers?

It works world-wide but it does only work with the Wincor Nixderf and NCR ATMs.

Does it bypass the AV?

Yes it does, most of the ATMs doesn't have AVs but there will be a manual include to bypass just in
case.
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Den "pakken” man kgber indeholder instruktioner i hvordan man skiller mange forskellige typer ATM/Dankorts automater ad.
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Dette eksempel viser hvor man skal bore i en automat af samme type som dem vi bruger i Danmark
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% y ngtggg?;' ot Search for anything All Categories V]

< Back to search results | Listed in category: Business &

d. Ideal for low-cost

pping | See details
hes o







11 VIGTIG NOTE TIL KELD !t
HUSK AT SKJULE DEN HER SLIDE INDEN PRASENTATIONEN VISES







Knock / bump keys

€= Nggle filet ned

"Hammer”

Shear line










Plaster som
Varm Gallium barrierer sa
(over 29,7646 °C) - | Galliummet ikke
" falder ned
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Dubex:

MANAGING RISK. ENABLING GROWTH.®

Keld Norman / kno@Dubex.dk




Husk Husk
Kaffe Kaffe
© ©




THE END




Ajax Security Team (Group 26, Saffron Rose) Flying Kitten Al Qassam Cyber Fighters  Andariel ~ APT4 Samurai Panda
APT12 IXESHE (DNSCalc, DynCalc, Numbered Panda) APT1 Comment Crew (Comment Panda, PLA Unit 61398, TG-8223)
APT10 Stone Panda (CVNX, MenuPass, POTASSIUM, Red Apollo) APT17 Deputy Dog (Aurora Panda, Hidden Lynx, Tailgater Team)
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