
A script kiddie is a person who uses existing computer scripts or codes to hack into computers, lacking the expertise to write their own.
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https://codingpirates.dk/





Hvordan har låsen det ?



GALLIU
M 



THE GALLIUM 
ATTACK



http://www.kon-boot.com

BYPASS LOGIN WINDOWS & MAC







Fysisk adgang.

The ”Rubber Ducky Attack”

Reconnaissance:

Computer Information

User Information

USB Information

Shared Drive Information

Program Information

Installed Updates

User Document List

Basic Network Information

Network Scan

Port Scan

Copy Wireless Profile

Take Screen Captures

Copy FireFox Profile

Extract SAM File

Exploitation:

Find and Upload File (FTP)

Disable Firewall

Add User

Open Firewall Port

Start Wi-Fi Access Point 

Share C:\ Drive

Enable RDP

Create a Reverse Shell

Local DNS Poisoning

Delete a Windows Update

Reporting:

Save Report to Target Machine

FTP Report to External Host

Email Report to GMAIL Account



Har du har sådan en ”dongle” i din computer ?

En Crazyradio

koster

25$ på ebay.com

Se mere på MouseJacking.com og Keysniffer.netMulig hacker afstand: 200 meter





USB NINJA & USB KILLER

https://usbninja.com/shopusbninja (koster i dag mellem 1100-2800 DKK)

DECEMBER 2018





USB KILLER

MARTS 2015



Den her USB Killer ”lader op” fra 

USB portens 5 volt til -215 VDC og 

sender det retur ind i computeren.







Hvordan tømmer man en
pengeautomat ?

Et andet eksempel på hacking via fysisk adgang… ☺









Der aflæses hele kortnummeret, udløbsdatoen og de 10 sidste transaktions størrelser (og valuta)





BAE SYSTEMS ”Adaptiv” cloaking system



HVER ”PIXEL” KAN BLIVE 

KOLD ELLER VARM 











ET FLIR (FORWARE-
LOOKING 

INFRARED) 
KAMERE KAN 

KØBES PÅ EBAY I 
DAG FOR OMKRING 

3000,- DKK 





Vi testede det samme på en iPhone
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Hvad er TOR/Onion/Deep Web?

Det frie 

browser 

valg ☺

https://www.torproject.org/
TOR 

Browser



Dankort til salg 

på TOR nettet..









Guide og 
malware 

køber man 
bare på TOR 

nettet

Tøm en pengeautomat for kun 42.867,- DKK



Den ”pakken” man køber indeholder instruktioner i hvordan man skiller mange forskellige typer ATM/Dankorts automater ad. 



Dette eksempel viser hvor man skal bore i en automat af samme type som dem vi bruger i Danmark



Netherlands

(Holland)



Når hullet er boret er der direkte adgang til USB indgangen



KORT

KONTANTER



(hvis de bliver opdaget)

HUSK: Forbrydelser betaler sig ikke 



!!! VIGTIG NOTE TIL KELD !!! 
HUSK AT SKJULE DEN HER SLIDE INDEN PRÆSENTATIONEN VISES





”Hammer”

Knock / bump keys

Nøgle filet ned

En svag nøgle

En sikker nøgle







Plaster som 

barrierer så 

Galliummet ikke 

falder ned

Varm Gallium 

(over 29,7646 °C)



Låsens driver- og key pins

røg ud efter 2 minutter..





Keld Norman / kno@Dubex.dk



Husk
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Zirconium Group

Axiom Hacking Group (Barium, Wicked Spider, Winnti Group)

Government Communications Security Bureau

Ajax Security Team (Group 26, Saffron Rose) Al Qassam Cyber Fighters Andariel

Animal Farm

APT10 Stone Panda (CVNX, MenuPass, POTASSIUM, Red Apollo)

APT12 IXESHE (DNSCalc, DynCalc, Numbered Panda)

APT15 Vixen Panda (GREF, Ke3Chang, Mirage, Playful Dragon)

APT17 Deputy Dog (Aurora Panda, Hidden Lynx, Tailgater Team)

APT18 Wekby (Dynamite Panda, TG-0416)

APT19 Deep Panda (Black Vine, KungFu Kittens, PinkPanther, Shell Crew)

APT1 Comment Crew (Comment Panda, PLA Unit 61398, TG-8223)

(Iron Twilight, Pawn Storm, Sednit, Sofacy, Strontium, Tsar Team)

APT29 The Dukes (Cozer, Cozy Bear, Cozy Duke, CozyCar, EuroAPT, Office Monkeys, Rus2)

APT30 APT33

APT3 UPS (Gothic Panda, TG-0110)

APT4 Samurai Panda

APT Threat ActorsTrend

BLACKGEAR

Bluenoroff

Bronze Butler

BuhTrap

Bureau 121 Byzantine Hades

Carbanak (Anunak, Carbon Spider)

Chafer

Charming Kitten (Group 83)

Codoso / Sunshock / Sunshop Group

Conference Crew

Danti Darkhotel

Dragon OK

Elderwood (Beijing Group, Sneaky Panda)

Energetic Bear (Berserk Bear, Crouching Yeti, Dragonfly, Dragonfly 2.0, Group 24, Koala Team)

Equation Group

FIN4 Five Eyes FruityArmor

Gaza Hacker Team (Molerats) General Directorate for External Security

Group5 Hellsing Goblin Panda (Cycldek) HIDDEN COBRA actors Hurricane Panda

Lazarus Group

Moafee

Moonlight Maze National Electronic Security AuthorityNational Security Agency Neodymium No. 91 Office (NK)

Pacifier APT Patchwork - DroppingElephant (Monsoon APT, Operation Hangover) Promethium Roaming Tiger

Rocket Kitten Sandworm Team (BE2 APT, Quedagh) ScarCruft Silent Chollima Spring Dragon (Lotus Blossom)

Stealth Falcon Strider - ProjectSauron TigerMilk Actor Timberworm (Cobalt Gypsy) Titan Rain Tonto Team

Turla Group (Group 88, KRYPTON, Snake, Venomous Bear, Waterbug) Unit180 Unit 8200

APT28

Fancy Bear

Flying Kitten



BEAR

LEOPARD

KITTEN

CHOLLIMA

TIGER

PAKISTAN

IRAN

NORD KOREA

RUSLAND

INDIEN

JAKAL

HACKTIVIST

PANDA

eCrime

SPIDER

Gaza Hacker Team (Molerats)

Sandworm Team 

(BE2 APT, Quedagh)

APT15 Vixen Panda

(GREF, Ke3Chang, Mirage, Playful Dragon)

Turla Group 

(Group 88, KRYPTON, 

Snake, Waterbug)

Lizard Squad

Patchwork

DroppingElephant

(Monsoon APT, Operation Hangover)

APT17 Deputy Dog (Hidden Lynx, Tailgater Team)

Stealth Falcon



STARDUST CHOLLIMA

(enhjørning)

IRAN

NORD KOREA

RUSLAND

INDIEN

HACKTIVIST

eCrime

KINA

QUILTED TIGER

EXTREME JACKAL

MYTHIC LEOPARD

PAKISTAN

FLYING KITTEN

DEEP PANDA

FANCY BEAR

INDRIK SPIDER



~ THE MUTE SWAN ~



Keld Norman / kno@Dubex.dk


