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#whoami

Jens Hegner Stærmose
Partner in Lyrebirds

We discovered Cable Haunt
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Agenda

I TLDR

I How we discovered Cable Haunt

I Disclosure process

I Key takeaways
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Cable Haunt - What is it?

I A vulnerability in cable modems
(COAX)

I Affects hundreds of millions of
devices

I Complete control through client
with LAN access

I Browser, E-mail client, IP-camera
etc.



Cable Haunt - What can it do?

Denial of Service1

→

Persistent Network
Control

1
Credits: Donnie Ray Jones under CC BY 2.0
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https://www.flickr.com/photos/donnieray/15198147976
https://creativecommons.org/licenses/by/2.0/


How did we discover Cable Haunt
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How did we discover Cable Haunt
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How did we discover Cable Haunt
I Started poking around the administrator panel

I Unknown device
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How did we discover Cable Haunt
I Started poking around the administrator panel

I Unknown device
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How did we discover Cable Haunt

I Port scan device

I Telnet (application protocol)

I Root user. . . Password?
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How did we discover Cable Haunt

I Port scan device

I Telnet (application protocol)

I Root user. . . Password?

11
53



How did we discover Cable Haunt

Password: "broadcom"
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How did we discover Cable Haunt

I No external access

I Administrator panel allows port forward

I Webserver accepts foreign domain names

I DNS rebind

I But they still have unique credentials!
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How did we discover Cable Haunt

I No external access

I Administrator panel allows port forward

I Webserver accepts foreign domain names

I DNS rebind

I But they still have unique credentials!

I . . . we thought
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How did we discover Cable Haunt

Password: "aDm1n$TR8r"
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Contacting ISP

I ISP acknowledges issue
I "But, you won’t get into the eCos. . . "
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Contacting ISP
I ISP acknowledges issue

I "But, you won’t get into the eCos. . . "

I What is eCos, DOCSIS??

I We have no
I documentation
I datasheets
I firmware
I idustry knowledge
I . . .
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Contacting ISP
I ISP acknowledges issue

I "But, you won’t get into the eCos. . . "

I What is eCos, DOCSIS??

I We have no
I documentation
I datasheets
I firmware
I idustry knowledge
I . . . even the right screwdriver

2

2
Credits: Marco Verch under CC BY 2.0
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https://www.flickr.com/photos/30478819@N08/31247859517
https://creativecommons.org/licenses/by/2.0/


Architecture of TC7230



From nothing to binary blob

Figure 1: Front and back side of board
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From nothing to binary blob

Figure 2: Soldering points for NAND flash
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From binary blob to overflow
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From binary blob to overflow
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From binary blob to overflow
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From binary blob to overflow
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From binary blob to overflow

I "ProgramStore"??
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From binary blob to overflow

I "ProgramStore"??

I github.com/Broadcom
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From binary blob to overflow
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Reverse Engineering

Password: "private"
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Shell Access

Figure 3: Read, Write, Call commands



Shell Access

Figure 4: Read, Write, Call commands



Reverse Engineering
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Reverse Engineering
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Reverse Engineering

parseRequest

strstr strcat

strcpy
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Analysis Tool

Figure 5: spectrum analyzer



Sample JSON Request

1 {
2 id: 0,
3 jsonrpc: "2.0",
4 method: "Frontend::GetFrontendSpectrumData",
5 params: {
6 coreID: 0,
7 fStartHz: 0,
8 fStopHz: 1000,
9 fftSize: 1024,

10 gain: 1,
11 numOfSamples: 256
12 }
13 }



Sample JSON Request

1 {
2 id: 0,
3 jsonrpc: "2.0",
4 method: "Frontend::GetFrontendSpectrumData",
5 params: {
6 coreID: 0,
7 fStartHz: AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA...
8 fStopHz: 1000,
9 fftSize: 1024,

10 gain: 1,
11 numOfSamples: 256
12 }
13 }



Overflow in MIPS

I Change program flow

I MIPS Architecture
I Real-time OS
I No stack protection
I No memory randomization

I Exploit through Return Oriented Programming
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Wide open websockets

I Spectrum Analyzer is hosted on LAN

I Server doesn’t check parameters.

I . . . also, websockets are not covered by CORS anyway
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Shell Access

Figure 6: Read, Write, Call commands



Shell Access

Figure 7: Read, Write, Call commands



Shell Access

Figure 8: Read, Write, Call commands



Spectrum Analyzer is Everywhere

I Spectrum Analyzer is Reference Software written by Broadcom
I Given to manufacturers as "inpiration"
I Found in Technicolor, Netgear, Sagemcom, Compal, Arris, TP-Link, so far. . .
I Arris flagship models SB8200 & SB6183
I Netgear CM1000

I Conservative estimate: 100 million

I Others estimates from 500 million to 1 billion
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Fixing Cable Haunt

I Responsible disclosure

I Risk of getting out of hand

I Public disclosure
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"Everyone can be hacked. . . "



Key Takeaways - Responsebility

I Differing levels responsibility
I Firmware
I Even custom firmware
I Config
I . . . and some probably haven’t done anything
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Key Takeaways - Responsebility

I Everybody makes mistakes
I Know this, and be prepared to fix them!
I Take responsibility for your system
I Have procedures in place to fix them
I The more you do it - the easier it gets
I Fail gracefully
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Key Takeaways - Reachability

I Expected positive and serious response
I Infallible until proven otherwise
I At least a 40 page report
I "We can prove it is not our fault"
I Ignore it and it will go away-culture
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Key Takeaways - Reachability

I What you can learn
I Be reachable - Security.txt
I Create president for being worth contacting

I We do this for free

I Help contact the rest of your industry
I Something nobody did for us

I If you do this, they will contact you first next time
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Key Takeaways - Public disclosure

I Public disclosure makes companies take it seriously

I What you can learn
I It is a shame - Responsible disclosure should be better
I Its going to get out
I Open responsible disclosure program
I Consider bug-bounty - All the cool kids does it

I Cheapest security consultants you will ever receive
I The hacker can actually justify their time somewhat

I . . . don’t let your lawyers create the program
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Brocade Responsible Disclosure Policy

Figure 9: Read, Write, Call commands



Brocade Responsible Disclosure Policy

Figure 10: Read, Write, Call commands



Question time!

Ask away!

R �
contact@lyrebirds.dk https://lyrebirds.dk

© 2020 Lyrebirds ApS
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