
  

Disassembling an UFO

Hacking an unknown instruction set



  



  



  

00000000  c8 37 84 98 c8 31 80 10  c8 32 80 14 c8 33 80 18
00000010  c8 34 80 0a c8 35 80 16  c8 36 80 1c c8 37 80 08
00000020  c8 37 85 78 c8 31 86 f9  c8 20 c9 a3 4a a3 5b 5e
00000030  c8 10 c9 d2 d0 f2 4a 09  cf ef 00 5a c8 b0 30 80
00000040  50 31 80 56 d0 02 c9 0d  4a c9 f4 36 c9 f6 80 5a
00000050  d0 04 c9 f8 80 5a d0 01  c9 fa 4a 5b 51 cb 05 52
00000060  4a 5b 51 cb 06 52 60 5b  51 cb 07 52 83 7c ca 0a
00000070  c8 30 c9 e9 4a 0b 00 5a  c9 ec 4a 00 5a c9 ff 4a
00000080  00 5a c9 ea 4a 17 80 b3  d0 ff 0e 80 9e 5b 36 80
00000090  a3 35 80 98 cf ff 80 ac  07 27 a6 20 80 ac cf 7f
000000a0  5b 80 ac 30 80 aa cf ff  80 ac 06 27 5a 51 cb 04
000000b0  52 81 1b c9 eb 4a 0f 80  bd 01 5a 81 1b c9 e5 4a
000000c0  15 81 1b 14 80 da a4 5a  c9 df 4a 5b 51 cb 01 52
000000d0  c9 ea ca be c9 eb ca 02  81 1b 16 80 e5 a6 5a c9
000000e0  eb ca 07 80 e8 23 a5 5a  c9 e5 4a 5b 51 cb 02 52
000000f0  81 1b 5f 5f 5f 5f 5f 5f  5f 5f 5f 5f 5f 5f 5f 7e
00000100  48 3f 23 5f 7d 49 c8 b0  c9 ed 5a 4b 5a 60 5a 61
00000110  5a 62 5a 63 5a 4a cb 00  30 54 5f 40 30 87 b5 32
00000120  84 5e 33 80 28 31 81 45  c8 70 c9 f3 4a 30 5b 54
00000130  4a 73 4a 72 4a 71 4a 70  4a 5b 4a 59 6d b5 33 b4
00000140  a3 58 6e 5c b1 c8 30 c9  43 4a 71 28 50 40 11 81
00000150  1b a8 50 50 50 50 43 05  73 50 50 50 50 50 50 50
00000160  50 43 05 a7 72 63 36 81  6e 61 a3 a2 a6 71 63 35
00000170  81 75 61 20 71 28 29 a9  50 a8 50 63 25 73 1b 81
00000180  84 63 a5 73 45 15 81 92  28 50 a8 3b 81 92 61 23
00000190  a2 71 63 37 82 86 61 33  81 f0 12 83 42 b5 61 16
000001a0  81 b1 c9 42 4a 3e 26 ae  72 a0 a1 a2 a3 a6 5a 83
000001b0  42 17 81 e7 c9 e0 4a 14  81 c4 c9 41 4a 70 c9 40
000001c0  4a 0c 81 dd c8 20 c9 e0  61 35 81 e7 4a 35 81 d6
000001d0  25 5a d2 0d 81 e2 d2 0a  61 25 71 83 42 01 5a 59 
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Bytes right before ”obviously non-code”

2427  80 71 80 95 5f*985
00f2  02 52 81 1b 5f*13 Unconditional
1f43  5a 2f 81 8c 5f*189 Jumps ?

07c7  5b 5e 5c b8 5f*43
0f32  0b 87 24 b8 5f*78 Unconditional
1728  d0 31 4a b8 5f*216 Returns ?
2d98  b4 b8 b5 b8 5f*544
36a0  e6 6b 5a b8 5f*352
3e44  0b 86 3e b8 5f*404



  

cpu.it.load_string(’’’
RET     -       |1 0 1 1|1 0 0 0|
J80     bx      |1 0 0 0|0 0 0 0| bx            |
J81     bx      |1 0 0 0|0 0 0 1| bx            |
’’’)

Disassembler for strange instruction sets:

https://github.com/bsdphk/PyReveng3

For data-archeology on old/rare instruction sets  

https://github.com/bsdphk/PyReveng3


  

000008c7  cd 4a 11    |
000008ca  80 f3       |         J80     #0xf3
000008cc  32          |         .XXX
000008cd  80 f3       |         J80     #0xf3
000008cf  c8 11 c9 cf |         .XXX
000008d3  4a d0 f3 0a |
000008d7  80 ef       |         J80     #0xef
000008d9  c8 21 c9 cf |         .XXX
000008dd  4a 34       |
000008df  80 e4       |         J80     #0xe4
000008e1  15          |         .XXX
000008e2  80 ef       |         J80     #0xef
000008e4  c8 11 c9 cd |         .XXX
000008e8  af 4a a1 5a |
000008ec  2f          |
000008ed  80 f3       |         J80     #0xf3
000008ef  dc 20 89 7e |         .XXX
000008f3  69 01 79 0b |
000008f7  81 41       |         J81     #0x41
000008f9  d9 a8 89 f4 |         .XXX
000008fd  89 b6 c8 11 |
00000901  c9 d9 4a 71 |
00000905  ca 00 44 32 |



  

000008c7  cd 4a 11    |
000008ca  80 f3       |         J80     #0xf3
000008cc  32          |         .XXX ← Single byte instruction
000008cd  80 f3       |         J80     #0xf3
000008cf  c8 11 c9 cf |         .XXX
000008d3  4a d0 f3 0a |
000008d7  80 ef       |         J80     #0xef
000008d9  c8 21 c9 cf |         .XXX
000008dd  4a 34       |
000008df  80 e4       |         J80     #0xe4
000008e1  15          |         .XXX ← Single byte instruction
000008e2  80 ef       |         J80     #0xef
000008e4  c8 11 c9 cd |         .XXX
000008e8  af 4a a1 5a |
000008ec  2f          |
000008ed  80 f3       |         J80     #0xf3
000008ef  dc 20 89 7e |         .XXX
000008f3  69 01 79 0b |
000008f7  81 41       |         J81     #0x41
000008f9  d9 a8 89 f4 |         .XXX
000008fd  89 b6 c8 11 |
00000901  c9 d9 4a 71 |
00000905  ca 00 44 32 |



  

000008c7  cd 4a 11    |
000008ca  80 f3       |         J80     #0xf3
000008cc  32          |         .XXX
000008cd  80 f3       |         J80     #0xf3
000008cf  c8 11 c9 cf |         .XXX
000008d3  4a d0 f3 0a |
000008d7  80 ef       |         J80     #0xef
000008d9  c8 21 c9 cf |         .XXX
000008dd  4a 34       |
000008df  80 e4       |         J80     #0xe4   ??
000008e1  15          |         .XXX
000008e2  80 ef       |         J80     #0xef
000008e4  c8 11 c9 cd |         .XXX
000008e8  af 4a a1 5a |
000008ec  2f          |
000008ed  80 f3       |         J80     #0xf3
000008ef  dc 20 89 7e |         .XXX
000008f3  69 01 79 0b |
000008f7  81 41       |         J81     #0x41   ??
000008f9  d9 a8 89 f4 |         .XXX
000008fd  89 b6 c8 11 |
00000901  c9 d9 4a 71 |
00000905  ca 00 44 32 |



  

000008c7  cd 4a 11    |
000008ca  80 f3       |         J80     #0xf3
000008cc  32          |         .XXX
000008cd  80 f3       |         J80     #0xf3
000008cf  c8 11 c9 cf |         .XXX
000008d3  4a d0 f3 0a |
000008d7  80 ef       |         J80     #0xef
000008d9  c8 21 c9 cf |         .XXX
000008dd  4a 34       |
000008df  80 e4       |         J80     #0xe4   
000008e1  15          |         .XXX
000008e2  80 ef       |         J80     #0xef
000008e4  c8 11 c9 cd |         .XXX
000008e8  af 4a a1 5a |
000008ec  2f          |
000008ed  80 f3       |         J80     #0xf3
000008ef  dc 20 89 7e |         .XXX
000008f3  69 01 79 0b |
000008f7  81 41       |         J81     #0x41   
000008f9  d9 a8 89 f4 |         .XXX
000008fd  89 b6 c8 11 |
00000901  c9 d9 4a 71 |
00000905  ca 00 44 32 |



  

000006a0  c8 b0       |         Lc8     #0xb0
000006a2  8e d5 8e df |         .XXX
000006a6  5a 8e d5 8e |
000006aa  df 62 10    |
...
000006ba  42 c9 00 8e |
000006be  d5 8e df 5a |
000006c2  8e d5 8e df |
000006c6  63 00 73 13 |
...
000006d3  86 74       |         JMP     0x674                  ; Flow > 0x674
000006d5  04 ca aa ca |         .XXX
000006d9  55 00 17    |
000006dc  86 d6       |         JMP     0x6d6                  ; Flow > 0x6d6
000006de  b8          |         RET



  

cpu.it.load_string(’’’
    JSB     adrl,>C        |1 0 0 0 1| ahi | alo           |
’’’)

000006a0  c8 b0       |         Lc8     #0xb0
000006a2  8e d5       |         JSB     0x6d5                  ; Flow C 0x6d5
000006a4  8e df       |         JSB     0x6df                  ; Flow C 0x6df
000006a6  5a          |         .XXX
000006a7  8e d5       |         JSB     0x6d5                  ; Flow C 0x6d5
000006a9  8e df       |         JSB     0x6df                  ; Flow C 0x6df
000006ab  62 10       |         .XXX
000006ad  86 b4       |         JMP     0x6b4                  ; Flow > 0x6b4
000006af  31          |         .XXX
000006b0  86 74       |         JMP     0x674                  ; Flow > 0x674
000006b2  86 b0       |         JMP     0x6b0                  ; Flow > 0x6b0
000006b4  c8 a0       |         Lc8     #0xa0
000006b6  d3 04 63 5b |         .XXX
000006ba  42 c9 00    |
000006bd  8e d5       |         JSB     0x6d5                  ; Flow C 0x6d5
000006bf  8e df       |         JSB     0x6df                  ; Flow C 0x6df
000006c1  5a          |         .XXX
000006c2  8e d5       |         JSB     0x6d5                  ; Flow C 0x6d5
000006c4  8e df       |         JSB     0x6df                  ; Flow C 0x6df
000006c6  63 00 73 13 |         .XXX
000006ca  86 b8       |         JMP     0x6b8                  ; Flow > 0x6b8
000006cc  62 30       |         .XXX
000006ce  86 74       |         JMP     0x674                  ; Flow > 0x674
000006d0  cb 00 5e    |         .XXX
000006d3  86 74       |         JMP     0x674                  ; Flow > 0x674
000006d5  04 ca aa ca |         .XXX
000006d9  55 00 17    |
000006dc  86 d6       |         JMP     0x6d6                  ; Flow > 0x6d6
000006de  b8          |         RET



  

cpu.it.load_string(’’’
    Lca    bx    |1 1 0 0 1 0 1 0| bx            |
’’’)

00000f82  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f84  ca 06       |         .XXX
00000f86  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f88  ca 5b       |         .XXX
00000f8a  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f8c  ca 4f       |         .XXX
00000f8e  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f90  ca 66       |         .XXX
00000f92  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f94  ca 6d       |         .XXX
00000f96  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f98  ca 7d       |         .XXX
00000f9a  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f9c  ca 07       |         .XXX
00000f9e  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000fa0  ca 7f       |         .XXX
00000fa2  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000fa4  ca 6f       |         .XXX
00000fa6  85 02       |         JMP     0xd02                  ; Flow > 0xd02



  

00001909  80 d8       |         JMP     0x18d8                 ; Flow > 0x18d8
0000190b  c9          |         Lc9
0000190c  70          |         .XXX
0000190d  81 1f       |         JMP     0x191f                 ; Flow > 0x191f
0000190f  c9          |         Lc9
00001910  80 81       |         JMP     0x1881                 ; Flow > 0x1881
00001912  1f d1 10    |         .XXX
00001915  81 19       |         JMP     0x1919                 ; Flow > 0x1919
00001917  d1 08       |         .XXX
00001919  c9          |         Lc9
0000191a  60          |         .XXX
0000191b  81 1f       |         JMP     0x191f                 ; Flow > 0x191f
0000191d  c9          |         Lc9
0000191e  50 d1 10 cb |         .XXX
----------------------+
00001909  80 d8       |         JMP     0x18d8                 ; Flow > 0x18d8
0000190b  c9 70       |         Lc9     #0x70
0000190d  81 1f       |         JMP     0x191f                 ; Flow > 0x191f
0000190f  c9 80       |         Lc9     #0x80
00001911  81 1f       |         JMP     0x191f                 ; Flow > 0x191f
00001913  d1 10       |         .XXX
00001915  81 19       |         JMP     0x1919                 ; Flow > 0x1919
00001917  d1 08       |         .XXX
00001919  c9 60       |         Lc9     #0x60
0000191b  81 1f       |         JMP     0x191f                 ; Flow > 0x191f
0000191d  c9 50       |         Lc9     #0x50
0000191f  d1 10 cb d1 |         .XXX



  

00000f80  ca 3f       |         Lca     #0x3f
00000f82  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f84  ca 06       |         Lca     #0x06
00000f86  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f88  ca 5b       |         Lca     #0x5b
00000f8a  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f8c  ca 4f       |         Lca     #0x4f
00000f8e  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f90  ca 66       |         Lca     #0x66
00000f92  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f94  ca 6d       |         Lca     #0x6d
00000f96  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f98  ca 7d       |         Lca     #0x7d
00000f9a  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f9c  ca 07       |         Lca     #0x07
00000f9e  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000fa0  ca 7f       |         Lca     #0x7f
00000fa2  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000fa4  ca 6f       |         Lca     #0x6f
00000fa6  85 02       |         JMP     0xd02                  ; Flow > 0xd02



  

00000f80  ca 3f       |         Lca     #0x3f
00000f82  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f84  ca 06       |         Lca     #0x06
00000f86  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f88  ca 5b       |         Lca     #0x5b
00000f8a  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f8c  ca 4f       |         Lca     #0x4f
00000f8e  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f90  ca 66       |         Lca     #0x66
00000f92  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f94  ca 6d       |         Lca     #0x6d
00000f96  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f98  ca 7d       |         Lca     #0x7d
00000f9a  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000f9c  ca 07       |         Lca     #0x07
00000f9e  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000fa0  ca 7f       |         Lca     #0x7f
00000fa2  85 02       |         JMP     0xd02                  ; Flow > 0xd02
00000fa4  ca 6f       |         Lca     #0x6f
00000fa6  85 02       |         JMP     0xd02                  ; Flow > 0xd02



  



  



  



  

1 coax cable @ 1…69MHz

13200 phone circuits

4000 repeaters (1/mile)

4000 * 0.01dB = 40dB



  

hp_nanoproc_instructions=’’’
INB     -               |0 0 0 0|0 0 0 0|               Increment A
DEB     -               |0 0 0 0|0 0 0 1|               Decrement A
IND     -               |0 0 0 0|0 0 1 0|               Increment BCD
DED     -               |0 0 0 0|0 0 1 1|               Decrement BCD
CLA     -               |0 0 0 0|0 1 0 0|               Clear A
CMA     -               |0 0 0 0|0 1 0 1|               Complement A
RSA     -               |0 0 0 0|0 1 1 0|               Right Shift A
LSA     -               |0 0 0 0|0 1 1 1|               Left Shift A
SGT     S,>JC           |0 0 0 0|1 0 0 0|               Skip Greater Than
SLT     S,>JC           |0 0 0 0|1 0 0 1|               Skip Less Than
SEQ     S,>JC           |0 0 0 0|1 0 1 0|               Skip Equal
SAZ     S,>JC           |0 0 0 0|1 0 1 1|               Skip A Zero
SLE     S,>JC           |0 0 0 0|1 1 0 0|               Skip Less or Equal
SGE     S,>JC           |0 0 0 0|1 1 0 1|               Skip Greater or Equal
SNE     S,>JC           |0 0 0 0|1 1 1 0|               Skip Not Equal
SAN     S,>JC           |0 0 0 0|1 1 1 1|               Skip A non-zero
SBS     S,bno,>JC       |0 0 0 1|0| bno |               Skip Bit Set
SFS     S,dctl,>JC      |0 0 0 1|1| dctl|
SES     S,>JC           |0 0 0 1 1 1 1 1|               Skip E Set
SBN     bno             |0 0 1 0|0| bno |               Set A.bit
STC     dctl            |0 0 1 0|1| dctl|
ENI     -               |0 0 1 0|1 1 1 1|               Enable Irq
SBZ     S,bno,>JC       |0 0 1 1|0| bno |               Skip Bit Zero
SFZ     S,dctl,>JC      |0 0 1 1|1| dctl|
SEZ     S,>JC           |0 0 1 1|1 1 1 1|               Skip E Zero
INA     dev             |0 1 0 0| dev   |
OTA     dev             |0 1 0 1| dev   |
NOP     -               |0 1 0 1|1 1 1 1|
LDA     reg             |0 1 1 0| reg   |
STA     reg             |0 1 1 1| reg   |
JMP     adrl,>J         |1 0 0 0|0| ahi | alo           |
JSB     adrl,>C         |1 0 0 0|1| ahi | alo           |
JMP     iA,>J           |1 0 0 1|0 0 0 0|
JMP     dA,>J           |1 0 0 1|0 1 1 1|
CBN     bno             |1 0 1 0|0| bno |               Clear A.bit
CLC     dctl            |1 0 1 0|1| dctl|
DSI     -               |1 0 1 0|1 1 1 1|               Disable Irq
RTS     >R              |1 0 1 1 1 0 0 0|
RTI     -               |1 0 1 1 0 0 0 1|
STE     -               |1 0 1 1 0 1 0 0|               Set E
CLE     -               |1 0 1 1 0 1 0 1|               Clear E
LD      reg,imm         |1 1 0 0| reg   | imm           |
LDR     imm             |1 1 0 0|1 1 1 1| imm           |
STR     reg,imm         |1 1 0 1| reg   | imm           |
"""



  



  

 0003 *------------------------------------------------------------------- 
 0004  *      HP 9411A SWITCH CONTROLLER MICROCODE
 0005  *
 0006  *      SOURCE       09411-18001
 0007  *
 0008  *      ABSOLUTE (FOR ALL 9411 FIRMWARE)     09411-14001
 0009  *
 0010  *      S. JOSEPH     5/2/77     REV. A 
 0011  *      S. JOSEPH     5/20/78    REV. B 
 0012  *  
 0013  *      NANOPROCESSOR MICROCODE IS THE PROPRIETARY  
 0014  *      MATERIAL OF THE HEWLETT-PACKARD COMPANY.  USE AND 
 0015  *      DISCLOSURE THEREOF IS COMPLETELY RESTRICTED!!!  
 0016  *  
 0017  *      (C) COPYRIGHT HEWLETT-PACKARD COMPANY 1976. 
 0018  *      ALL RIGHTS RESERVED.  
 0019  *  
 0020  *------------------------------------------------------------------- 
 0021  *  
 0022  * MEMORY BLOCK 0 
 0023  *  
 0024  * LISTENER/TALKER IDLE STATE (LIDS/TIDS) 
 0025  *  
 0026  0-000  0000  137  START NOP          POWER UP SEQUENCE   
 0027  0-001  0001  137        NOP    
 0028  0-002  0002  004        CLA          INDICATE UNADDRESSED    
 0029  0-003  0003  175        STA LTREG    
 0030  0-004  0004  056        STC ATN      SETUP TO WATCH ATN FLAG   
 0031  0-005  0005  055        STC LED      TURN OFF ADDRESSED LIGHT    
 0032  0-006  0006  004  IDLE  CLA          RESET HPIB OUTPUT   
 0033  0-007  0007  124        OTA HPIBO    
 0034  0-010  0010  250        CLC DAV      RESET DAV   
 0035  0-011  0011  054        STC SRQ      **** CLEAR SERVICE REQUEST (REV.D MO



  



  

ACM ”unprogramming challenge”

I used this as a challenge in my ACM Queue Column*

* ”The Bikeshed” – what did you expect :-)



  

ACM ”unprogramming challenge”

I used this as a challenge in my ACM Queue Column

A well known hacking-group solved it…



  

ACM ”unprogramming challenge”

I used this as a challenge in my ACM Queue Column

A well known hacking-group solved it

… in 48 hours
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