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ALL COMPANIES ARE 
DIGITAL COMPANIES

– Some Just Don’t Know It



...if security breaks down, 

technology breaks down,

business breaks down…



01011010111011101010111110111000110110101110100101100010100000011100110000100100

01000010100000110001100011010010011111110011000001010110111011100000111101000100

11101011001011010000100000000001011111011000000010101001110100001101010110111110

10101001011010011010000100101100010101010001010100111101100100001100101100010110

10111111110101010000100110000110101010100110110110111111000111011011111100011010

01010011100100011110011001101110000011110101100010001010010011110111101000010001

00100111110100000101111110111110010010010010100111001111101011000101011101010000

00010111010110010011000000000011100010111000111010000000001001011010100001000111

11011010000110010101000011010100010000000000111011001000010111010100101010001000

01111100110011101001010001100011110011010000111011101100000100001101001010110110

10101100101001110000000110100101110011010101001011000100100010000000011010001011

10111110110010011101111100110010100110000010110000110100100011100000110100100001

10100101010011001110110101101100111001101111110010010111101011111000100011011111

00100000001111010101010010110010000100001010001001100111001001101001101011100100

01001000111011001101101010010000011111100101101010100110101010111100101000000100

01101101101110100100000011110011100100001111100101011110010000000101100011011011

00101001010010011110011100001111100011011100100011011000000111111010111000111111

01001100111111110110110001010111100111000110100000110000000001001100110110001111

10111110001011011111100110110011000001111000011111001010100100010011111010011101

11011100010001111001110010011011001111011110100110111011101010000000100101000001

Mennesker

Fysisk

Teknologi

Digitalt

Informations-

sikkerhed
Tillid

Cyber-

sikkerhed
Robusthed

Digital sikkerhed



Aktør & motiv

MulighedEvner & metoder

Angreb







▪ Fokus for krypto-ransomware ændret fra private til 
målrettet mod virksomheder

▪ Ransomware spedes via målrettet hacking og 
funktioner der tillader spedning internt i 
virksomhedens netværk og systemer

▪ Flere ransomware-as-a-service (RaaS) aktører  

▪ Krav om markant højere løsesummer

▪ Tyveri af data med trusler om offentliggørelse ved 
manglende betaling

▪ Påvirkning af aktiekurser med mulighed for 
spekulation

Big game hunting – målrettet ransomware

…. Digitale gidseltagere på storvildtjagt 



Betalte løsesum på

75 bitcoins ~ $4.4 million

få timer efter angrebet…

Angrebet af DarkSide med ransomware den 7. maj 2021

Medførte mangel på brændstof på den amerikanske østkyst

Præsident Biden erklærede nødretstilstand den 9. maj

Driften begyndte igen den 12. maj 2021  









“Now a days, it is the largest real threat for 

a total collapse of a global corporation”









Kilde: COVEWARE Blog -DopplePaymer TOR site as of December 2019





"We are aware of a 3rd party IT company 

working on your network. We continue to 

monitor and know that you are installing 

antivirus on all your computers. 

But you should know that it will not help. 

If you want to stop wasting your time and 

recover your data this week, we recommend 

that you discuss this situation with us in the 

chat or the problems with your network will 

never end."



Cyber Extortion Ecosystem

Extortion

Sensitive 
Files

Client 
Contract 

Information

Cyber 
Insurance 

Policy

Stock 
Exchange

M&A 
Activity

Executive 
Files & 
Email

Motivations used by ransomware gangs

• Cold-calls to threaten victims preparing to restore 
data from backups

• Personal threats against the executives 
responsible for approving the ransom payment

• Threatened to notify business partners

• Threatened companies with DDoS attacks

• Threatened companies to notify journalists about 
their security breaches

• Threatened to notify privacy watchdog agencies 
about a breach so the company can get fined

• Sent emails to a victim’s clients, asking the 
customers to put pressure on the company to pay 
its ransom demand and avoid having the 
customers’ data leaked online

• Notify crooked market traders in advance so they 
can short a company’s stock price



REvil ransomware gang – Quanta Computer (April 2021)

Quanta, a Taiwan-based original design manufacturer (ODM) 
manufacting Apple Watch, Macbook Air, and Macbook Pro

Revil stole data belonging, including drawings for Apple products



https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts

Disclaimer: Coveware

hjælper bl.a. virksomheder

med at betale ransomware 

løsesummen…. 
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E-mail Phishing Vulnerabilities USB Insider attacksRemote Access

Ransomware Inital Attack Vectors

https://www.coveware.com/blog/2021/7/23/q2-ransom-payment-amounts-decline-as-ransomware-becomes-a-national-security-priority



Living of the land & Dual-Use Tools –

Fileless malware & malware less infections

▪ Living of the land: Existing software is used by the attacker and 
no additional binary executables are installed onto the system

▪ Dual-Use Tools: Native pre-installed with the operating system & 
third-party tools that are commonly installed

▪ Local Security Authority Subsystem Service

▪ Scripts are very popular, especially PowerShell
▪ 77% of targeted attack incidents made use of PowerShell

▪ Many script toolkits available

▪ Scripts are easy to obfuscate and difficult to detect with signatures

▪ Scripts are flexible and can be quickly adapted if needed

MEMORY ONLY 
ATTACKS

Remote code exploits such as 
EternalBlue and CodeRed

Less new files on disk

More difficult to detect attack

DUAL-USE TOOLS

Using built in tools, such as Netsh, 
PsExec and service like Dropbox, 

Twitter to do malicious things

Use off-the-shelf tools & cloud 
services

Difficult to determine actor, intent & 
source

NON-PE FILES

Documents with macros, PDFs with 
JavaScript and scripts (VBS, 
JavaScript, PowerShell,…)

These tools are ubiquitous

Hide in plain sight and bypass 
whitelisting

FILELESS 
LOADPOINT

Hiding scripts in the registry, WMI or 
GPO, e.g. Poweliks and Kotver

Fileless persistence loadpoint

Persistent

NO VULNABILITIES

Finding exploitable zero-day 
vulnerabilities is getting more 

difficult

use simple and proven methods 
such as email & social engineering

Cheaper and easier attack



• Using MSP management tools – attacking MSP’s 
remote support tools using hacked credentials

• Attacker code appears "trusted" while attackers 
elevate privileges

▪ UAC bypass technics & administrative credential

▪ Elevate privileges using software vulnerability

• Living off the land - PowerShell and PsExec

• Ransomware are deployed using standard software 
deployment tools / GPO’s

• Automation-enhanced active manual attacks

• Attackers are using a combination of automated tools 
and humans to more effectively evade security 
controls

• RaaS – Ransomware as a Service 

• Attacking Linux systems to compromise ESX-hosts

Trends - Ransomware

Attackers Server 

hosting

Cobalt Strike

Reverse shell

Client 

infected

with 

Emotet/Qbot

RDP

connection

DC’s where batch 

files to infect are

executed

RDP

connection

Ransomware deployed using standard Enterprise software deployment

RDP

connection

Client RDP

Exposed



• Svindel rettet mod de ansatte der må overføre penge

• Rammer ofte i ferieperioder eller ved fravær

• Målrettet med stor indsats for at få kendskab til 
virksomhedens ansatte, processer og procedurer

• Hacking af mailsystem anvendes for at kunne sende mails 
med rigtig afsender og modificere kommunikationen

• Går efter manipulation af eksisterende betalinger og 
aftaler

• Deep-fake som metode til at udføre svindel

Business E-Mail Compromise  - CEO/CFO Svindel



• Svindlere tager kontrol over 
virksomhedens social media konti

Social medier - hacked

• Hackere overtager adgangen til sociale
medier

• Ejeren (virksomheden / personen) kan
hereafter “købe” adgang til kontoen tilbage

https://www.dr.dk/nyheder/indland/marie-louise-og-thomas-stod-uden-hjaelp-da-de-fik-hacket-instagram-kontoen-det-er



BITCOIN MAKES THE 
WORLD GO ROUND…

“Traditional” 
Organized 

Cybercriminals
Money Mules

Malware Writer Inject Writer

Exploit Kit Load 
Vendor

Network and 
System Admin

Data Processing 
Specialists

Network 
Exploitation 
Specialists

Service 
Providers

Cyber-criminal 
Recruitment

$6 trillion

annually 

by 2021

https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf

Hacking Inc.



Stater og efterretningstjenester

Cyberangreb er billige, nemme, effektive og risikofri

• Cyber-spionage

• Propaganda og indblanding - påvirkning på bl.a. sociale medier

• Samarbejde mellem stater og kriminelle

Alle lande kan udføre angreb med små midler

• Risiko for angreb mod fysiske mål fx olieproduktion

• Målrettede angreb på virksomheder og personer

• Risiko for ”følgeskader” hos virksomheder

Politisk motiveret hacking og tiltag

• Konsekvenser for cyberangreb drages politisk, socialt og økonomisk

• Opdeling eller lukning af Internettet – fx Kina, Rusland og Indien

• Lav-intensitetskrige føres allerede mellem USA, Kina, Rusland, Iran 
og Nord Korea

Supply-chain

• Hvem og hvilke produkter kan vi egentlige stole på



Society for 

Worldwide 

Interbank Financial 

Telecommunication



• Dubex Incident Response Team are called in to assist on Exchange 
Server incident in the end of January 2021

• Findings escalated to Microsoft – and found to be a zero-day exploit

• Widespread attacks from Feb. 25. 2021

• Microsoft Emergency Patch Release March 2nd, 2021

• It appears that information of how to exploit the vulnerabilities has 
somehow leaked

• When the exploit was disclosed by Microsoft the attacks intensified 
even more

• Estimates are the >30.000 Exchange systems in the U.S. alone have 
been hit by automated attack

• FBI did cleanup operation removing webshells

Exchange Servers under attack  with 0-day exploits - Hafnium

“Please leave an exploit after the beep”



• Advanced Persistent Threat (APT) actor targeted the 
supply chain to bypass traditional enterprise 
perimeter and detection defenses

• The attack involved cyber actors compromising 
SolarWinds' build infrastructure and used that access 
to distribute trojanized software updates to over 
18,000 SolarWinds customers

• 18.000 organizations compromised…
▪ FireEye

▪ Microsoft

▪ Cisco

▪ Palo Alto Networks

▪ U.S. Treasury

▪ U.S. Commerce Departments

▪ U.S. Department of Energy

▪ … and many more…

Solarwinds Supply chain attack



Supply chains

Sourcing 

materials, 

utilities, 

consultants 

Refining those materials into basic parts.

Combining those basic parts to create a product.

Order fulfillment/Sales.

Product delivery.

Customer support and 

return services.



Supply chains

Software: common-off-the-shelf (COTS) and proprietary etc.

Equipment: routers, servers, tablets, phones, storage, devices etc.

Services: data processing, IaaS, PaaS, SaaS, data feeds, cloud 

and managed service etc.

Connectivity: Different kinds of communication, Internet, 4G/5G etc.Sourcing 

materials, 

utilities, 

consultants 

Refining those materials into basic parts.

Combining those basic parts to create a product.

Order fulfillment/Sales.

Product delivery.

Customer support and 

return services.



Global Supply Chains

Icon made by Freepik from www.flaticon.com



TouchPad and 

TrackPoint, 

Synaptics USB device

Supply chains & complex products

Combines hardware & software

HP Wide Vision FHD Camera USB device

Broadcom BCM5719 chipset

Dell XPS 15 9560

Killer Wireless-n/a/ac 1535

PCI Modul

HP Spectre x360 Convertible

NetXtreme Quad-Port Ethernet Controller

Lenovo ThinkPad X1 Carbon 6th Gen

https://eclypsium.com/wp-content/uploads/2020/02/Eclypsium-Unsigned-Peripheral-Firmware-Research.pdf



Types of Supply Chain Attacks in hard- and software

Software Infrastructure Certificates
Hardware or 

firmware

Pre-installed

malware 

Compromised tools

or infrastructure

Stolen code-sign 

certificates or signed 

malicious apps using 

the identity of dev 

company

Compromised 

specialized code 

shipped into 

hardware or 

firmware 

components

Pre-installed malware 

(backdoors) on 

devices (cameras, 

USB, phones, etc.)

Compromised 

software – source 

code or build process

Targeting suppliers and software developers, the goal is to access source codes, build 

processes, or update mechanisms by infecting legitimate apps to distribute malware.



• We trust many external third-party partner 
and vendors

• Companies we are working with and 
exchange data with

• Companies providing us with software 
and software updates

• Companies having vendors themself

• Companies using open-source libraries in 
their products

• Suppliers and software developers 
compromised to access source codes, 
build processes, or update mechanisms 
by infecting legitimate apps to distribute 
malware

• The third-parties are being used as a 
step-stone to attack our infrastructure

Supply chains & software from trusted third-party

Intellect Service (MeDoc)

• Compromised April 14th 2017 by hacker group TeleBots

• MeDoc Automatic Update Servers Compromised

• Used to push XData - a stealthy backdoor

• Used to push the Petya ransomware / wiper

Handbreak

• Hacked May 2nd 2017

• Modified copy of Handbrake

• Proton RAT

Ccleaner

• Hacked August 2017 

• Infected version of CCleaner distributed

• Used for highly targeted attacks against tech-companies

Google Playstore & Apple AppStore

• Tricked into serving malicious apps

• Standard software libraries compromised

• Numerous examples over the past few years



Konsekvenser - rammer på kort og langt sigt

Bøder

Skadet omdømme & 

brand – mistet tillid

Mistede kunder og 

indtjening

Mistede intellektuelle 

værdier

*!!!**

Mistet produktivitet

Omkostninger til 

incident response

Nu Kort sigt Lang sigt



Threat landscape  2021 and beyond



COVID-19 & Cybersecurity – Long term effects

A heightened dependency on digital infrastructure raises 
the cost of failure

Economic crises generate more cybercriminals

Cybercriminals changing targets

Increased geo-political tension increases government 
involvement in cyber-attacks



REMEMBER: 

The evolution of the 

threat landscape is not 

revolutionary, but 

evolutionary

.. so with some foresight 

we can be on top of it



Threats beyond 2021 - Headlines

Evolving Ransomware

Software supply chain attacks on the rise

Evasive phishing cyber attacks

Clouds under attack

Internet of Things

Mobile device attacks

AI and Machine learning 



Cloud

IoTMobile

5G

Design

Kode sikkerhed

API Sikkerhed

Kryptering

Databeskyttelse

Adgangsstyring

Container Sikkerhed

Konfigurationer

Automation



Cheap hardware

ESP32-SOLO-1

SoC: ESP32 single-core, low-power Xtensa 32-

bit LX6 microprocessor

448 KB of ROM for booting and core functions

520 KB of on-chip SRAM for data and 

instructions

16 KB of SRAM in RTC

QSPI flash/SRAM up to 4 × 16 MB

Power supply: 2.3V to 3.6V

SPI, I2S, I2C, SDIO, UART, IR, PWM

Temperature sensor, touch sensor, ADC, DA

Connectivity: Bluetooth and  Wi-Fi b/g/n dual

mode

Cheap connectivity Cheap software

Global Machine-to-Machine Growth

Kilde: Cisco



Prevent & protectPredict & identify Detect Respond Recover
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Forankring i topledelsen

De rette tekniske 
kompetencer 

Basal sikkerhed –
Teknik og processer

Awareness på alle 
niveauer

Test sikkerheden -
Teknisk og organisatorisk

Løbende forbedringer



Vejledninger og anbefalinger for bestyrelser

Styrkelse af Strategiske Cyberkompetencer

3 årigt projekt 2019-2022 støttet af 

Industriens Fond

Målet er at gøre cybersikkerhed til en 

konkurrencefordel for danske 

virksomheder, for dansk erhvervsliv og for 

samfundet som helhed. 

https://bestyrelsesforeningen.dk/styrkelse-af-strategiske-cyberkompetencer/



• Sikkerhed i dybden: Anvend forskellige og overlappende sikkerhedsforanstaltninger, så der beskyttes med 
single-point-of-failure i enkelte foranstaltninger eller teknologier

• Basale kontroller: Hold fokus på basale kontroller – husk den løbende opfølgning

• Overvågning: Mange organisationer opdager først brud på sikkerheden, når de får et opkald fra politiet eller 
en kunde. Overvågning af logfiler og change management kan give tidligere advarsel

• Antivirus er ikke nok: Antivirus fanger stadig mange angreb, men mange angreb anvender unik malware 
og udnytter dag-0-sårbarheder, som kræver andre værktøjer

• Endpoint-beskyttelse: Endpoints skal beskyttes af mere end antivirus - husk opdateringer, begrænsede 
rettigheder, websikkerhed, device kontrol, overvågning og incident response muligheder

• Patch straks: Angribere får ofte adgang ved hjælp af simple angrebsmetoder, som man kan beskytte sig 
mod med et opdateret og godt konfigureret it-miljø samt opdateret anti-virus

• Eksterne services: Enhver sårbarhed i eksterne services udnyttes lynhurtigt, så begræns eksponerede 
services mest muligt, fokus på opdatering og konfiguration – brug altid VPN og undgå fx RDP udefra 

• Krypter følsomme data: Hvis data bliver tabt eller stjålet, er det meget sværere for en kriminel at misbruge

• Beskyt krypteringsnøgler: Hvis krypteringsnøglerne kompromitteres, kompromitteres sikkerheden også

• To-faktor-autentifikation: Dette vil ikke eliminere risikoen for, at passwords bliver stjålet, men det kan 
begrænse de skader, der kan ske ved misbrug af stjålne legitimationsoplysninger

Hvad kan vi gøre? - Praktiske anbefalinger (1)



• Mennesker: Awareness er stadig vigtigt. Undervis de ansatte i vigtigheden af sikkerhed, hvordan man 
opdager et angreb, og hvad de skal gøre, når de ser noget mistænkeligt. Husk awareness til ledelsen

• Hold adgangen til data på et ”need-to-know” niveau: Begræns adgangen til systemerne til det nødvendige 
personale. Sørg for, at have processer på plads til at lukke for adgangen igen, når folk skifter rolle eller job

• Administrativ adgang: Begræns administrativ adgang mest muligt og overvåg anvendelse af administrative 
adgange. Hold øje med brugen af administrative værktøjer

• Husk fysisk sikkerhed: Ikke alle datatyverier sker online. Kriminelle vil manipulere med computere, 
betalingsterminaler eller stjæle dokumenter

• Backup: Hvis alle andre foranstaltninger  fejler, kan en backup redde data. Husk beskyttelse af backup 
medierne…

• Incident response: Planlæg efter, at der vil ske hændelser - følg løbende op på hvordan, og hvor hurtigt, 
incidents opdages og håndteres, så reaktionen løbende kan forbedres

• Opfølgning: Glem ikke de basale kontroller. Hold fokus på bedre og hurtigere opdagelse gennem en 
blanding af mennesker, processer og teknologi

• Trusselsbilledet: Hold øje med trusselsbilledet for løbende at kunne tilpasse sikkerhedsløsningen. Husk at 
”one-size fits all” ikke holder i virkeligheden

• Riskovurdering: Er du mål for egentlig spionage, så undervurder ikke vedholdenheden, ekspertisen og 
værktøjerne hos din modstander

Hvad kan vi gøre? - Praktiske anbefalinger (2)



Top fem anbefalinger – kom i gang nu

To-faktor 

brugervalidering til 

al ekstern adgang

Overblik 

-

se virksomheden 

udefra

Opdater 

programmer 

–

fjern sårbarheder

Backup 

–

og helst offline

Beredskabsplan

-

husk at teste

… og så brug din sunde fornuft



• Risikoen kan ikke fjernes, kun begrænses

• Sikkerhed kan ikke købes som produkt

• Sikkerhed opnås ved en blanding af

▪ Procedure & ledelse (Management issues)

▪ Design, værktøjer og tekniske løsninger

▪ Løbende overvågning og vedligeholdelse

• Resultat: Formulering af sikkerhedspolitik og 
implementering af sikkerhedssystem

Risikobegrænsning

Digital 
Security

Digital 
business

Trust & 
Resilience
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